loT Device Incident Response Template

1. Incident Identification

Incident Title

Date & Time Detected
Reported By
Device(s) Involved

Description of the Incident

2. Containment

Initial Containment Actions Taken

Containment Start Date & Time

Containment Completion Date & Time

3. Eradication

Eradication Measures

Eradication Date & Time

4. Recovery

Recovery Actions



Recovery Start Date & Time

Recovery Completion Date & Time

5. Post-Incident

Lessons Learned

Recommendations

6. Contacts

Name Role Contact Information
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