Work-From-Home Security Checklist

Device Security

=

Antivirus software installed and up to date

-

Operating system and software updated

=

Device uses a strong password or authentication

=

Device disk encryption enabled

Network Security
-

Wi-Fi protected by strong password

-

VPN used for connecting to company network

=

Home router firmware updated

Data Protection

-

Regular backups performed

=

Sensitive data stored securely

=

Unnecessary documents deleted

Email & Communication

=

Aware of phishing and suspicious emails



=

Use of approved company communication channels

Environment

=

Workspace is private and secure

=

Screen locked when away from device

Notes
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